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Indiana University Purdue University Indianapolis (IUPUI), Clarian Health Partners (Clarian), 

and their affiliates are dedicated to protecting the rights and welfare of human participants 

recruited to participate in research conducted under the auspices of these organizations. The 

IUPUI/Clarian SOPs provide a central resource for researchers to find important information on 

required federal and state regulations and institutional policies governing these research 

activities. 
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1.  INTRODUCTION  

 

One important element of a quality human research protection program (HRPP) is the audit 

function.  The primary goal of an audit is to monitor the conduct of the research to assure the 

rights and welfare of human research participants are protected and to optimize compliance to 

federal regulations, state laws, and institutional policies.   

 

Within the IUPUI/Clarian system, there exists a Human Subjects Research (HSR) and HIPAA 

Auditor (hereafter known as the ñAuditorò), who conducts on-site reviews and directed (for-

cause) investigations of research studies to ensure that human subjects research conducted at or 

on behalf of IUPUI/Clarian and their affiliates is of the highest quality and meets all applicable 

federal and state regulations and institutional policies.  Researchers should view the Auditor as a 

partner in ensuring a high state of regulatory compliance and agency inspection readiness. 

 

2.  OBJECTIVE S 

 

2.1 Describe the audit planning process 

 

2.2 Describe the audit process 

 

3.  SCOPE 

 

This SOP applies to all research activities of faculty, staff, student, or others who are involved in 

human subjects research that falls under the jurisdiction of the IUPUI/Clarian IRBs. 

 

4.  RELEVENT DEFINITIONS  

 

(this section intentionally left blank) 

 

5.  POLICY AND ASSOCIATE D PROCEDURES 

 

5.1 The Audit Plan and Audit Schedule 
 

5.1.1 The Auditor will develop an audit plan and audit schedule for the IUPUI HRPP.  

Consideration will be given to risks associated with research studies. The plan 

and schedule will complement and augment any monitoring done internally 

within the research unit.  The audit plan and schedule will be reviewed and 

approved by the IUPUI/Clarian IRB Executive Committee.   

 

5.2 The Audit Process for Scheduled Audits 
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5.2.1 Once the audit schedule has been approved by the IRB Executive Committee, 

each auditee listed on the audit schedule will ordinarily be notified at least a 

month in advance of the scheduled audit. 

 

5.2.2 Prior to conducting the audit, the Auditor will meet with key personnel from the 

research team, who are expected to give full cooperation throughout the entire 

audit process.  Following the audit, the Auditor will review the findings with the 

auditee and will provide education and counseling regarding the findings prior to 

writing the audit report.  If the Auditor notes only minor issues during the audit 

he/she may opt to utilize an abbreviated report in the form of a worksheet.  This 

worksheet will still contain the necessary information to convey the findings to 

the auditee while facilitating less time allocation to minor issues. 

 

5.2.3 The audit report or abbreviated report, as appropriate, will then be sent to the 

auditee.  If not done already, when the audit report is received, the auditee is 

expected to take steps to make necessary improvements to align the operation 

with institutional policies and regulatory agency standards.  The auditee is 

expected to submit a response to the audit report or abbreviated report back to the 

Auditor within fourteen (14) days of receiving the report.  The response should 

include a corrective action plan to correct any problems identified, as well as a 

preventive action plan to prevent recurrences.  A point-by-point response should 

include the suspected ñroot causeò of the issues, the individual(s) responsible for 

corrective and preventive actions, and a timeline for their completion.   

 

5.2.3.1 If findings are noted in the audit report that indicate unanticipated 

problems involving risks to subjects or others or noncompliance, 

they should be reported to the IRB in accordance with the 

Unanticipated Problems and Noncompliance SOP. 

 

5.2.3.2 If the plan of action requires revisions to study documents, the 

auditee will need to follow the IRB amendment process.  When 

applicable, copies of relevant documentation should be submitted 

with the response. 

 

5.2.4 If the auditee has not provided a response to the audit report or renegotiated a 

revised response timeframe with the Auditor within fourteen (14) days of receipt 

of the audit report, the auditee will be contacted to bring about action.  If no 

action is taken, the department chair will then be contacted for assistance.  If the 

department chair does not provide adequate assistance, the issue will be taken to 

the IRB Chair or Chairôs designee for action. 

 

5.2.5 Upon receipt of the auditeeôs response, the Auditor will assess the response for 
completeness and appropriateness.  The Auditor will work with the auditee if 

issues require further clarification until the response is complete and satisfactory.  

If at any time during this process it becomes apparent to the Auditor an 

appropriate IRB or other applicable authority needs to become involved for any 

reason, the Auditor will seek that involvement to the extent necessary. 
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5.2.6 Once the above process has concluded, the audit report and response will be 

submitted to the appropriate IRB as a general information item for discussion and 

possible action.  The completed audit report will also be immediately shared with 

the local VA Research Office. 

 

5.2.7 Auditees will be solicited for feedback on the auditing process by means of direct 

contact with the Director of Research Compliance Administration or a survey or 

questionnaire. 

 

5.2.8 Feedback on the performance of the Auditor or the audit itself will be directed to 

the Director of Research Compliance Administration and the IUSM Privacy 

Officer. 

 

5.3 For-Cause
 
Audit Process 

 

5.3.1 For-cause audits will ordinarily receive about a week advance notice, unless 

otherwise directed by the authority requesting the audit. Auditees will give full 

cooperation to the Auditor throughout the audit process.  The auditee is expected 

to take steps to make necessary improvements to align the operation with 

IUPUI/Clarian and regulatory agency standards as soon as possible following the 

audit and then make any necessary adjustments at the time of receipt of the audit 

report and/or feedback from the applicable authorities. 

 

5.3.2 For-cause audits involving the VA, will be conducted in cooperation with the 

local VA research office.   

 

5.3.3 The Auditor will follow the methods listed in section 5.2 above but will make 

adjustments as necessary depending on the circumstances surrounding the audit 

request and findings.   

 

5.3.4 The required deadline to respond to the audit findings will also vary depending 

on the circumstances of the audit request and findings.  This deadline will be 

communicated by the Auditor to the auditee.  The auditeeôs response should 

include a corrective action plan to correct any problems identified, as well as a 

preventive action plan to prevent recurrences.  A point-by-point response should 

include the suspected ñroot causeò of the issues, the individual(s) responsible for 

corrective and preventive actions, and a timeline for their completion.   

 

5.3.4.1 If findings are noted in the audit report that indicate unanticipated 

problems involving risks to subjects or others or noncompliance, 

they should be reported to the IRB in accordance with the 

Unanticipated Problems and Noncompliance SOP. 

 

5.3.4.2 If the plan of action requires revisions to study documents, the 

auditee will need to follow the IRB amendment process.  When 
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applicable, copies of relevant documentation should be submitted 

with the response. 

 

5.3.5 If the auditee has not provided a response to an audit report or renegotiated a 

revised response timeframe with the Auditor by the determined deadline, the 

auditee will be contacted to bring about action.  If no action is taken, the 

department chair will then be contacted for assistance.  If the department chair 

does not provide adequate assistance, the issue will be taken to the IRB Chair or 

Chairôs designee for action. 

 

5.3.6 Auditees will be solicited for feedback on the auditing process by means of direct 

contact with the Director of Research Compliance Administration or a survey or 

questionnaire. 

 

5.3.7 Feedback on the performance of HSR auditor(s) or the audit itself will be 

directed to the Director of Research Compliance Administration and the IUSM 

Privacy Officer. 

 

5.4 The Audit Findings 

 

5.4.1 The Auditor will track audit findings and corrective and preventive actions and 

prepare a semi-annual report, which will then be presented to the IRB Executive 

Committee.  This report will describe general audit finding trends, any serious or 

continuing noncompliance, and unanticipated problems involving risks to 

subjects or others found during the previous two quarters.  Also reviewed will be 

late responses to audits and the findings and outcomes from any regulatory 

agency inspections. 

 

5.4.2 Based on audit finding trends, on new government agency regulations or 

guidelines, or on new institutional policies, RCA, in collaboration with other 

appropriate institutional entities (such as, the IUSM Office of Compliance 

Services or the Office of Clinical Research) will  develop and deliver appropriate 

education to the IUPUI/Clarian research community. 

 

5.4.3 The Auditor may be sent on special assignment to investigate allegations or 

reports of unanticipated problems involving risks to subjects or others or 

noncompliance.   

 

5.4.4 The audit reports are meant to be ñinternalò to the University/Clarian system and 
will not be shared with outside agencies, unless the audit findings result in the 

termination or temporary suspension of a research project, in which case the IRB 

will notify the appropriate entities pursuant to the Reporting SOP. 

 

5.5 External Inspection Compliance Responsibilities 
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5.5.1 When an investigator (researcher) receives notification of an upcoming 

compliance inspection visit by a regulatory agency, funding agency, or study 

sponsor, he/she should immediately notify Research Compliance Administration 

at (317) 274-8289 (at IUPUI) or the Methodist IRB Office at (317) 962-8240 (at 

Methodist). 

 

5.5.2 The investigator, or other authorized individual, who has authority to grant 

access shall permit authorized FDA employees, at reasonable times and in a 

reasonable manner, to enter and inspect any establishment where drugs or 

devices are held. 

 

5.5.3 The investigator, or other authorized individual, shall permit authorized FDA 

employees, at reasonable times and in a reasonable manner, to inspect, copy and 

verify all records relating to a research study. 

 

5.5.4 The investigator, or other authorized individual, shall permit authorized FDA 

employees to inspect and copy records that identify subjects, upon notice that 

FDA has reason to suspect that adequate informed consent was not obtained or 

that reports required to be submitted by the investigator to the sponsor or IRB 

have not been submitted or are incomplete, inaccurate, false, or misleading. 

 

5.6 Other Compliance Responsibilities 

 

5.6.1 The Auditor also develops and implements plans to measure and improve the 

Human Research Protection Programôs (HRPP) effectiveness, quality and 

compliance with institutional policies and procedures, and applicable federal, 

state and local laws.   
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The Audit Cycle (not for cause) 

 

Audit plan and audit schedule developed by HS and HIPAA Auditor 

Ă 

Review and approval of audit plan and schedule by Vice Chancellor for Research, IUPUI and the IRB 

Executive Committee 

Ă 

Auditee contacted to schedule audit 

Ă 

Audit conducted, including introduction meeting, data review and interviews, key findings identified, 

closeout meeting 

Ă 

Audit report or abbreviated report written and sent to auditee 

Ă 
During these (2) steps there will likely be back-and-forth communication between the Auditor and auditee to ensure report and response are complete and accurate 

Ă 

Auditee provides response to audit report, which shall include corrective action plan to correct identified 

problems, a root cause analysis, and timeline for completion of corrective action, to Auditor 

Ă 

Final audit report and auditee response sent to appropriate IRB 

Ă 

Auditee notified of IRBôs discussion and any further action required on the auditeeôs part.  Audit closed 

when IRB satisfied that all provisions and corrective actions have been completed. 

 

 

Please note that ñfor-causeò audits follow the same cycle described above, but adjustments may be made, 

as necessary, depending on the circumstances surrounding the audit request and findings; this includes the 

response time required by the auditee. 
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Title:  Biological Specimens in Research 
Current Version: 07/07   Previous 

Versions: 

08/04 

  

 

 

1.  INTRODUCTION  

 

Legal obligations to protect human subjects apply not only to direct contact with a human subject, 

but also to items that are derived from a human subject, including medical records and biological 

specimens.  For the purposes of this SOP, biological specimens can be broadly defined as a 

sample that originated from an organ system of a human.  For example, this may include tissue 

samples (even when embedded in paraffin blocks), DNA, cells from the circulation or bone 

marrow, plasma, sera, feces, nail clippings and tissues removed for clinical purposes or due to a 

health condition (i.e. bowel from a surgical resection, tissue from an aborted fetus, embryos from 

a fertility clinic).  

 

Such specimens may be collected for clinical purposes and stored per regulatory requirements for 

pathology accreditation, as part of a specific research study and then stored for future use, or as a 

purposeful collection of biological samples for the future distribution to investigators, such as a 

repository.  In addition, the collection, storage and use of such specimens might also be for the 

purposes of genetics research.  In all of these scenarios, identifiable health information may or 

may not be associated with the biological specimens. 

Research studies which propose the collection and storage of human specimens are increasingly 

being reviewed by the IUPUI/Clarian Institutional Review Boards (IRBs) as are proposals for the 

use of such specimens.  The process should be thought of as having three stages:  1) the collection 

and storage of the specimens for current and/or future research purposes; 2) the storage and 

management of specimen repositories; and 3) the use of previously collected/stored specimens for 

research purposes.  Each stage requires IRB review and approval.   

2.  OBJECTIVES 

 

Describe the appropriate ways to collect, store and use biological specimens for research 

purposes. 

 

3.  SCOPE 

 

This SOP applies to all research activities of faculty, staff, student, or others who are involved in 

human subjects research that falls under the jurisdiction of the IUPUI/Clarian IRBs. 

 

4.  DEFINITIONS  

 

(this section intentionally left blank) 

 

5.   POLICY AND ASSOCIATE D PROCEDURES 
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5.1 Existing Collections of Human Biologic Material 

 

Existing collections of human biologic material may have been developed over a period 

of time without use of written consent from subjects, or a limited consent from subjects 

may have been obtained during clinical procedures.  Recontact of donors may be difficult 

or impossible.  In such situations, investigators should submit an application to the IRB 

for continued use (or a new use) of the collection or may adopt a procedure to de-identify 

their collection.  Such procedures to de-identify a collection per HIPAA standards should 

be approved by the IRB. 

 

5.2   IRB Review 
 

5.2.1 IRB review is required under two scenarios for using biological specimens: 

retrospective use of previously stored specimens and prospective studies 

requesting the collection, storage or use of specimens for current and/or future 

research. Similarly, there are two categories of specimens: those obtained 

initially for clinical or diagnostic purposes only, and those obtained solely for 

research purposes.   

 

5.2.2 In all cases, a description of the proposed research use of the specimens must be 

submitted to and reviewed by the IRB before the specimens may be utilized.  The 

level of review and issues of informed consent will be decided by the IRB on a 

case-by-case basis but will be impacted by whether the samples are identifiable, 

coded or de-identified. 

 

5.3 Creation of a Repository For Future Use 
 

5.3.1 If housed at IUPUI/Clarian or one of their affiliates, the repository must establish 

an oversight mechanism (such as a committee) to evaluate each request for 

samples by investigators to see if the request is consistent with the IRBôs 

conditions for sharing samples and with the original informed consent and 

authorization, if applicable.  The committee membership and process should be 

outlined in the protocol submitted for IRB review.  For details regarding the 

privacy and security of repositories, see the Data Management SOP. 

 

5.3.2 Features of a Formalized Repository 

 

5.3.2.1 Repository PI (ñcollector-investigatorò) obtains IRB approval for 

establishing and maintaining the repository  

 

5.3.2.2 The protocol clearly outlines the conditions under which the 

investigators will share specimens or data from the repository with 

Recipient- Investigators (those who will receive specimens or data from 

the repository) 
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5.3.2.3 A ñSubmittal Agreementò is developed as part of the protocol that 

describes conditions for placing specimens in the repository (see below) 

 Submittal Agreement: A written submittal agreement between 

the collector-investigators and recipient-investigators must 

require written informed consent of the donor-subjects utilizing 

an informed consent document approved by the local IRB where 

the collection will take place. It must also contain an 

acknowledgment that collector-investigators are prohibited from 

providing recipient-investigators with access to the identities of 

donor-subjects or to information through which the identities of 

donor-subjects may readily be ascertained.  (See sample) 

 

5.3.2.4 A ñUsage Agreementò is developed as part of the protocol that describes 

those conditions for sharing specimens or data with Recipient 

Investigators.  Both the Repository PI (or designee) and Recipient 

Investigator must sign the agreement 

 Usage Agreement: A written usage agreement between 

recipient-investigators and collector-investigators must include 

the following: "Recipient acknowledges that the conditions for 

use of this research material are governed by the repository 

Institutional Review Board (IRB) in accordance with 

Department of Health and Human Services regulations at 45 

CFR 46. Recipient agrees to comply fully with all such 

conditions and to report promptly to the repository any proposed 

changes in the research project and any unanticipated problems 

involving risks to subjects or others. Recipient remains subject to 

the recipientôs applicable State or local laws or regulations and 

institutional policies which provide additional protections for 

human subjects. This research material may only be utilized in 

accordance with the conditions stipulated by the repository IRB. 

Any additional use of this material requires prior review and 

approval by the repository IRB and, where appropriate, by an 

IRB at the recipient site, which must be convened under an 

applicable OHRP-approved Assurance.ò  (See sample) 

 

5.3.2.5 The protocol must contain plans for protecting identifiers related to the 

specimen, and links between the identifiers and samples. OHRP strongly 

recommends that one such condition stipulate that recipient-investigators 

not be provided access to the identities of donor-subjects or to 

information through which the identities of donor-subjects may readily 

be ascertained with the exception of data detailed in the informed 

consent.  As such, IUPUI/Clarian and their affiliates have adopted this 

requirement. For more details on the measures and controls used to 

protect identified specimens, see Data Management SOP. 

 

5.3.3 A Research Certificate of Confidentiality may need to be obtained from the 

federal government to protect confidentiality of repository specimens and data.  

http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.htm
http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.htm
http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.htm
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The IRB will decide if this is necessary on a case-by-case basis.  It the certificate 

of confidentiality is determined to be necessary, a copy must be submitted to the 

IRB that has oversight of the repository once received.  For more details on the 

measures and controls used to protect identified specimens, see Data 

Management SOP. 

 

  

5.4 Consent and Authorization I ssues 

 

5.4.1 The consent and authorization process and documentation (forms), if required, 

must be approved by an IUPUI/Clarian IRB.  Elements of the consent and 

authorization process may be waived or modified by the IUPUI/Clarian IRB.   

 

5.4.2 When informed consent to the research use of human specimens is required, it 

should be obtained separately from informed consent to clinical procedures (i.e., 

not combined with a general surgery or pathology consent).  The person who 

obtains informed consent in the clinical setting should make clear to potential 

subjects that their refusal to consent to the research use of biological materials 

will in no way affect the quality of their clinical care. 

 

5.4.3 The informed consent statement must include the usual required elements of an 

informed consent (see SOP on consent).  For details regarding requirements for 

authorizations, see the SOP regarding Subject Confidentiality and Privacy.  In 

addition, the use of biological samples requires special consideration of and 

explanation of the following issues.  (See sample informed consent for suggested 

wording): 

 

5.4.3.1 Collection and storage procedures 

 

5.4.3.2 Procedures for oversight of security and maintenance of the sample 

Á Who has access to the samples? 

Á Will the specimens be discarded if the PI leaves, or given to 

someone in the same Department? 

Á Will third parties not part of the collection protocol have use in 

the future?  Is so, under what conditions? 

 

5.4.3.3 Procedures to protect privacy and confidentiality of the information 

linked to the specimen and results obtained from analysis of the 

specimen. 

Á Will the specimen be de-identified per HIPAA standards? 

Á Will the specimen be linked to other information- if so who 

controls that link? 

Á Will results of analyses be linked back to the subject?   

Á How will the subject be able to revoke use of the specimens?  

[Note:  In some cases, HIPAA allows that it may be acceptable 

to use the data already collected up to the point of revocation if 

elimination of the data could cause harm to the study results.] 
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5.4.3.4 Subjects rights and options for obtaining information of results obtained 

from use of the specimens  

Á Will the subject not be given any information or will the subject 

have the option of learning of the results?  If the latter is a 

possibility, how will this occur? 

Á Are there specific risks related to the type of tests/analyses (i.e. 

risk of insurance problems, embarrassment, social risk, or 

knowledge of the presence of a genetic mutation)? 

 

5.4.3.5 Possible future contact, if any  

Á Is it possible that the subject will be contacted for future 

information about themselves, or future use of the specimen?  If 

so, the subject should be given the option of being contact or not. 

Á For genetic studies, if family contact is requested, the proband 

must specifically agree to this contact. 

 

5.4.3.6 Explanation that participant samples will be stored for future research 

purposes. 

 

5.4.3.7 Proposed use of stored samples, if known. 

 

5.4.3.8 Procedures that will be used to protect the confidentiality and privacy of 

any personal identifiers that will be associated with the source of a 

specimen.  

 

5.4.3.9 Information about the control and management of the specimens during 

storage.  For more details regarding the control and management of 

specimens, see Data Management SOP. 

 

5.4.3.10 The subjectôs rights to withdraw his/her consent or authorization at any 

time either by requesting that the specimens be destroyed or that all 

personal identifiers be removed.  

 

5.4.3.11 Information about the length of storage.  

 

5.4.3.12 Whether the subject can obtain future access to the stored samples for 

information that may be of clinical relevance to him/her. Similarly, 

subjects must be told if such information will not be available in the 

future (e.g. because personal identifiers are to be removed).  

 

5.4.3.13 How the investigator will handle future third-party access.  

 

5.4.3.14 Information about possible secondary uses of the stored specimens, or 

the possible creation of an immortalized cell line based on the specimen, 

if applicable. 
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5.4.3.15 Procedures for collecting and identifying specimens submitted to the 

repository. 

 

5.4.3.16 Who, in general, can use the repository?  

 

5.4.3.17 Whether or not subjects will be told the results of any screening done on 

specimens. 

 

5.4.3.18 Potential fiscal, psychological, and social risks of disclosure of test 

results if results will be shared.  

 

5.4.3.19 Risks of participating in genetic studies including the effects of the 

knowledge that one is the carrier of a disease gene that might affect their 

life course, employability or insurability, if results will be shared.  If 

subjects want to be told, precautions must be taken to minimize the 

potential harm of receiving bad news and to preserve the confidentiality 

of the results.  The precautions needed in conveying genetic screening 

results depend upon the age of onset of the disorder, the burden of 

illness, and the availability of treatment or prevention.  The 

communication of genetic information carries with it the responsibility to 

interpret the results and provide care for the individual; and thus, it is 

ideally done in the setting of a clinical rather than research relationship 

with the subject. 

 

5.4.3.20 Risks to individual dignity, invasion of privacy, violation of 

confidentiality, stigmatization of a subject or group, discrimination in 

insurance or employment, psychological harm, generation of conflict 

within a family, harm to relatives, inappropriate commercialization of 

findings, or use of samples in projects objectionable to the subject.  

 

5.4.3.21 Specify the general process for coding, identifying or anonymizing 

material. For details regarding de-identification, see the SOP on Subject 

Confidentiality and Privacy. 

 

5.4.3.22 If identified material is to be de-identified for use, indicate what 

consideration has been given to the fact that de-identification may deny 

the donor or the donor's descendants of assured or implied access to 

results of research.  

 

5.4.3.23 Indicate if access to existing medical records or contacting subjects is 

required for the project. 

 

5.4.3.24 Indicate under what circumstances it is anticipated that subjects may be 

contacted. 

 

5.4.3.25 For genetic studies, if the research investigator wishes to contact 

relatives of a proband, the proband must be asked whether this contact is 
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acceptable.  If the proband declines to allow contact of relatives, the 

project may not proceed.  If permission is granted for contact, the 

investigator must design a consent form to address the issue of 

information that may be forthcoming from the research project.  The 

relatives should be given the option to decide whether they are willing to 

contribute samples.  If they are willing to donate, they must be given the 

option of accepting or declining information derived from the research 

study. 

 

5.4.3.26 If a certificate of confidentiality has been obtained, participants should 

be told and an explanation of what such a certificate means should be 

offered. 

 

5.4.4 Other less common considerations for the consent 

5.4.4.1 There may be situations where a patient or research subject is known to 

possess biologic specimens with unique characteristics thought to have 

commercial value. In this case, if specimens are to be collected for 

research purposes and the investigator expects that they will be 

commercialized into a marketable product or sent to a commercial 

sponsor for development, the consent form must state this possibility. 

IRB policy requires that the consent form contain the following 

language: 

 

ñAs this is a research institution, specimens obtained in medical 

situations may later be used for research purposes.  The investigator 

intends to include specimens taken from you along with other 

specimens that may also be used in an attempt to develop products to 

be sold, and it is not the intention of the investigator to enter into an 

agreement with you to become partners in sharing the profits or 

losses in the sale of those products.ò 

 

5.5 INFORMATION REQUIRED IN THE REPOSITORY PROTOCOL  

 

5.5.1 In addition to all of the elements listed in the above informed consent section, the 

following should be included in the protocol submitted to the IRB for review: 

 

5.5.1.1 Indicate the general nature of tests that will be done on the samples, if 

known.  

 

5.5.1.2 A full description of the mechanisms used to link specimens and 

identifiable information, and procedures used to maximize the protection 

against inadvertent release of confidential information. 

 

5.5.1.3 If housed at IUPUI/Clarian, the repository must establish a mechanism 

such as a committee to evaluate each request for samples by investigators 

to see if the request is consistent with the IRBôs conditions for sharing 

samples and with the original informed consent.  The committee 
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membership, and process, if applicable, should be outlined in the 

protocol submitted for IRB review. 

 

5.5.1.4 If additional research is subsequently proposed that is not described in 

the current protocol, a new IRB application (or an amendment, if 

appropriate) must be submitted for review and approval. 
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Title:  Confidentiality and Privacy 
Current Version: 07/07  Previous 

Versions: 

09/03, 09/04, 

08/05 

 

 

1.  INTRODUCTION:  

 

A major tenet in the protection of human subjects is that persons can be wronged even if they are 

not physically harmed.  This holds true for all forms of research including behavioral or social 

science research, physiologic studies, and therapeutic trials.  Regardless of the type of research, it 

is important to remember that privacy is itself a form of personal protection, so a violation of an 

individualôs privacy is harmful because it carries the loss of this protective barrier.  The risk of 

loss of privacy includes public exposure of personal information, perceived loss of control or 

security, and erosion of trust on all levels.  All individuals have a right to expect that privacy 

actions will remain private and that information that others have about them will be kept 

confidential and only used for their original purpose(s) as stated in the IRB-approved protocol. 

 

Information on subject confidentiality is necessary in the Informed Consent document under the 

Common Rule, Title 45 CFR 46.  In addition, the universal increase in electronic submission of 

insurance claims has led to increased concern for privacy.  This has led to additional rules and 

regulations as part of the Health Insurance Portability and Accountability Act (HIPAA) Title 45 

CFR Parts 160, 162 and 164.  There are three components to HIPAA:  1) Electronic claims and 

transactions; 2) Privacy regulations effective April 14, 2003; and 3) Security regulations effective 

April 21, 2005.  HIPAA regulations apply to any use of Protected Health Information (PHI) as 

defined under HIPAA and clarified in this Standard Operating Procedure.  The IUPUI/Clarian 

Institutional Review Boards (IRBs) are committed to conducting research in compliance with all 

applicable laws, regulations and IUPUI/Clarian policies and procedures.  As part of this 

commitment, the IUPUI and Clarian IRBs have adopted a standard operating procedure to clearly 

define the minimal requirements for the protection of subject confidentiality and privacy, and to 

detail the circumstances under which identifiable health information may and may not be used or 

disclosed in connection with research activities as regulated under HIPAA. 

 

2.  OBJECTIVES:  
 

2.1. Define privacy and confidentiality; 

 

2.2. Provide guidance on the appropriate methods for ensuring subject confidentiality and 

privacy in all research studies; and 

 

2.3. For studies involving PHI and subject to HIPAA regulations: 

 

2.3.1 Define the requirements related to the use and disclosure of PHI for research 

purposes; 

 

2.3.2 Provide guidance on how identifiable health information may be used to identify 

and recruit potential subjects; 
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2.3.3 Provide guidance on the types of safeguards that researchers should use to 

maintain the confidentiality, integrity and availability of electronic PHI; and 

 

3.  SCOPE 
 

Sections 5.1-5.3 of this Standard Operating Procedure apply to all human subjects research 

including exempt, expedited, and full review protocols reviewed and approved by the 

IUPUI/Clarian Institutional Review Board (IRB). 

 

Sections 5.4-5.23 in this Standard Operating Procedure (SOP) applies to all human subjects 

research that involves Protected Health Information (PHI), which is, or may be created, used or 

disclosed by, through or during research activities as defined and governed by HIPAA.  This SOP 

applies to all personnel who conduct research, assist in the performance of research, or otherwise 

use or disclose identifiable health information in connection with research activities at or under 

the auspices of IUPUI/Clarian.  Individuals who are in the School of Medicine, School of 

Dentistry, School of Optometry, or on staff at Clarian, Wishard, or the Veterans Affairs Medical 

Center will need to comply with HIPAA.  Others may be exempt from HIPAA requirements.  To 

determine if an individual study needs to comply with HIPAA, complete the ñChecklist to 

Determine if you are a Covered Entity or are Involving a Covered Entity as Part of Your 

Research ò. 

 

4.  DEFINITIONS  

 

(section intentionally left blank) 

 

5.  POLICY AND RELATED PROCEDURES  

 

5.1. It is the responsibility of Investigators and all research team members to ensure subject 

confidentiality and privacy in all forms of human subjects research. 

 

5.2. An informed consent requires a statement describing the extent to which confidentiality 

of records identifying the subject will be maintained.  The consent should delineate the 

possibility that the Institutional Review Board (IRB)or its designees, outside Federal 

agencies and representatives of other national organizations and Sponsors may inspect 

the records, as well as members of the research team. 

 

5.3. The confidentiality and security of all records (e.g. medical, student, criminal history) 

should be maintained and the records should not be utilized for research purposes without 

the approval of the IRB or an authorization from the subject (if applicable).  Research 

data collected for one study may not be utilized for a subsequent study without the 

approval of the IRB. 

 

5.4. As determined by HIPAA, the use of protected health information (PHI) is only 

allowable for treatment, payment, and health care operations.  Any other use (such as for 

research) is allowable only under certain circumstances: 
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5.4.1 When the health information is de-identified (and therefore not PHI); 

 

5.4.2 When the PHI is in a limited data set (and includes an associated Data Use 

Agreement); 

 

5.4.3 With authorization from the subject (see Section 5.7); 

 

5.4.4 With approval of a Waiver of Authorization from the IRB, which acts as the 

institutionôs Privacy Board; 

 

5.4.5 When the PHI is only decedent information; or 

 

5.4.6 For reviews preparatory to research. 

 

Table 1:  Summary of Mechanisms to Use PHI for Research Purposes 

 
Six Mechanisms Minimum 

Necessary 

Standard 

Accounting for 

Disclosures (Section 

5.16) 

HIPAA Documentation 

Requirements 

 

IRB Requirements 

Use of De-

Identified Data 

(Section 5.5) 

Does Not Apply No Researcher documents 

that all 19 identifiers are 

removed under Safe 

Harbor Method (see 

section 5.5.2), or 

demonstrate how the data 

is statistically de-

identified using the 

Statistical Method and 

that he/she has legitimate 

access to the PHI or is 

obtaining the de-

identified data from 

someone who does have 

legitimate access to the 

PHI in order to create the 

de-identified data set.. 

IRB approval required for 

the process of de-

identification.  Typically 

this will require the 

submission of the 

Research Not Subjects to 

the FDA and Common 

Rule Definitions of 

Human Subjects Research 

Application form. 

Research Using 

Limited Data Set 

(Section 5.6) 

Applies No Researcher documents on 

application. Data Use 

Agreement between 

researcher and data 

source required. 

IRB approval required.  

Typically this will require 

the submission of the 

Research Not Subjects to 

the FDA and Common 

Rule Definitions of 

Human Subjects Research 

Application form.. 

Authorization  

(Section 5.7) 

Does Not Apply No 

(Note:  Accounting for 

disclosure is required 

only for psychotherapy 

notes ï see HIPAA 

glossary for definition of 

psychotherapy notes.) 

Patient-Subject 

Authorization 

IRB approval required. 

Use of template 

authorization required. 

Waiver of Applies Yes, but simplified if 50 Requirements as listed in IRB approval required; 
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Authorization  

(Section 5.8) 

or more records will be 

utilized 

5.8 may use this mode for 

recruitment purposes in 

addition to authorization 

and informed consent for 

the actual study 

procedures. 

Research Involving 

Decedent 

Information  

(Section 5.9) 

Applies Yes, but simplified if 50 

or more records will be 

utilized 

Researcher documents in 

description of study. 

IRB approval required.  

Typically this will require 

the submission of the 

Research Not Subjects to 

the FDA and Common 

Rule Definitions of 

Human Subjects Research 

Application form. 

Review 

Preparatory to 

Research 

(Section 5.10) 

Applies Yes, but simplified if 50 

or more records will be 

utilized 

Researcher documents to 

covered entity supplying 

information. 

No IRB approval 

necessary. 

 

5.5. Use or Disclosure of ñDe-Identifiedò Health Information 

 

De-identified health information is not considered PHI and may be used or disclosed for 

research purposes without an authorization from the research subject, or a waiver of 

authorization from the IRB.  However, researchers must provide documentation to the 

IRB that the health information has been de-identified by one of the following two 

methods/processes: 

 

5.5.1 Statistical Method.  The IRB may determine that health information is de-

identified for purposes of this policy, if an independent, qualified statistician that 

is not the researcher or involved in the conduct or analysis of the study in any 

manner: 

5.5.1.1 Determines that the risk of re-identification of the data, alone or in 

combination with other data, is very small; and  

5.5.1.2 Documents in writing the methods and results by which the health 

information is de-identified, and the expert makes his/her 

determination of risk. 

 

5.5.2 Safe Harbor Method (Removal of All Identifiers). 

Identifiers concerning the individual and the individualôs employer, relatives and 

household members that must be removed include: 

5.5.2.1 Names 

5.5.2.2 Geographic subdivisions smaller than a state 

5.5.2.3 Zip codes 

5.5.2.4 Dates directly related to an individual 
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5.5.2.5 Telephone numbers 

5.5.2.6 Fax numbers 

5.5.2.7 Electronic mail addresses 

5.5.2.8 Social security numbers 

5.5.2.9 Medical record numbers 

5.5.2.10 Health plan beneficiary identifiers 

5.5.2.11 Account numbers 

5.5.2.12 Certificate/license numbers 

5.5.2.13 Vehicle identifiers and serial numbers, including license plate 

numbers 

5.5.2.14 Device identifiers and serial numbers 

5.5.2.15 Web universal resource locators (URL) 

5.5.2.16 Internet protocol (IP) address numbers 

5.5.2.17 Biometric identifiers, including finger and voice prints 

5.5.2.18 Full face photographic images; and 

5.5.2.19 Any other number, characteristic or code that could be used to 

identify the individual. 

 

The following demographic information may be used and still be considered ñde-

identifiedò: 

 

5.5.2.20 Age with dates limited to the year (age 90 and over must be 

aggregated to 90+ to prevent the identification of very old 

individuals) 

5.5.2.21 Aggregated zip codes in the form of the initial three digit zip codes 

to include at least 20,000 people 

5.5.2.22 Race 

5.5.2.23 Ethnicity 
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5.5.2.24 Marital status 

5.5.2.25 Codes 

 

5.5.3 If a researcher will be creating his/her own de-identified data set, he/she must 

provide justification that he/she has legitimate access to the PHI used to create 

the de-identified data set.  If a researcher will be obtaining de-identified data 

from another individual, he/she must provide documentation that that individual 

has legitimate access to the PHI in order to create the de-identified data set.  In 

the review of research involving the use or disclosure of de-identified data sets, 

the IRB or designee will consider whether the researcher (or appropriate other 

individual) has legitimate access to the PHI in order to de-identify the PHI. 

 

5.5.4 Re-identification Code.  The de-identified information may be assigned a code 

that can be affixed to the research record that will permit the information to be 

re-identified if necessary, provided that, the key to such a code is not accessible 

to the researcher requesting to use or disclose the de-identified health 

information.  Codes may not be a derivative of the individualôs social security 

number or other identifiable numerical codes, e.g. birth date, medical record 

number, fax number, etc.).  If such a code is utilized, the data will not be 

considered ñde-identifiedò and research must be submitted to the IRB as an 

expedited review. 

 

5.6. Limited Data Set 

 

A researcher may use or disclose PHI as a limited data set for a research purpose without 

an authorization or waiver of authorization. 

 

5.6.1 A limited data set is identifiable health information that excludes direct 

identifiers.  This means that the same identifiers described in 5.5.2 above must be 

removed, with the exception of the following direct identifiers: 

 

5.6.1.1 Town, city, state and zip code; 

 

5.6.1.2 All elements of dates directly related to an individual, including birth 

date, admission date, discharge date, and date of death. 

 

5.6.2 A covered entity may disclose a limited data set to someone who is not a member 

of the same covered entity.  In this situation, the covered entity disclosing the 

Limited Data Set must enter into a Data Use Agreement with the recipient of this 

information. 

 

5.6.3 Uses or disclosures of PHI as limited data sets for research purposes are subject 

to the minimum necessary rules. 

 

5.6.4 Uses and disclosures of PHI as limited data sets are NOT subject to accounting 




